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Summary 

 
COUNCIL REGULATION (EC) No 428/2009 of 5th May 2009 setting up a Community regime for 

the control of exports, transfer, brokering and transit of dual-use items is currently under revision.  

This short note outlines some concerns from the academic sector with the current Regulation, and 

with the proposals submitted from the EC in the recast.  

In brief, we recommend that the EC and other authorities:  

 

I. Formulate the Regulation in an unambiguous way and do not leave open areas of 

legal uncertainty as a consequence of clauses that need a lot of interpretation.  

II. Provide the necessary tools for research institutions to be able to comply with the 

Regulation with legal certainty and without too many burdens being imposed.  

III. Improve access to, and guidance from, regulatory bodies so that research projects 

are not unduly delayed.  

 

Background 

 
Council Regulation 428/2009 on the export control of dual-use items subjects the export of items 

that can potentially be used for military purposes (‘dual-use items’) outside of the European Union 

to an export license, to be obtained from the national authorities competent for export matters. This 

Regulation aims to prevent the proliferation of dual-use goods and technologies and the acquisition 

of such goods by terrorists.  

The Regulation is currently under revision. While the effort to update the Regulation and harmonize 

its application in the EU Member States is to be applauded, there are several issues which need to 

be clarified.  

So far, the voice of academia has not been heard in respect to the dual-use debate. Processes for 

compliance with dual-use legislation remain challenging for universities, especially when 

implementation of the legislation varies across Member States. In particular, more clarity is needed 

to help universities decide when the Regulation applies to their research (including output, for 

example in the licensing of intellectual property).  

This short note outlines the key concerns of the academic sector with regard to the Dual-Use 

Regulation. It has been developed by the League of European Research Universities (LERU), an 

association of 23 leading research-intensive universities in Europe.   
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Recommendations 

 
1. Develop Clear Guidelines on the Exemptions that Apply to (Basic and Applied) 

Research. 

 

Regulation 428/2009 contains exemptions for basic scientific research and information or software 

which is in the public domain. While this has the potential to exclude a large body of research from 

the license requirements, the scope of these exemptions is not clear and not uniformly interpreted 

in all EU Member States. This makes it very difficult for universities and/or researchers (as 

exporters now explicitly include natural persons) to assess whether they are required to apply for a 

license or not. More guidance from the Commission on the exemptions that apply to research 

would be welcomed, perhaps through a series of guidance documents which could detail explicit 

examples or scenarios to assist assessment when ambiguity arises.   

 
2. Reconcile the Push for Open Access publishing with the Restrictions Imposed by 

Dual-Use Activities. 

 
In the vast majority of cases, publication of research is not subject to a requirement for a license. 

However, in some Member States, licenses have been required for publication in certain 

circumstances. As the EU institutions actively promote and even require open access publication 

and the wide dissemination of research results, this can be difficult to reconcile with any 

requirement to limit or restrict particular publications for dual-use reasons. LERU would encourage 

the Commission entities involved in open access and dual-use to develop a clear joint position that 

the publication of research should not normally be subject to a license.  

 
3. Implement Measures to Ensure Effective and Seamless Collaboration with the UK 

Post-Brexit. 

 
The EU allows the free trade of dual-use goods and services amongst Member States. The UK is 

due to leave the EU in March 2019 and, as such, this may pose a significant barrier to UK-EU 

research collaborations on dual-use goods after that date. Special arrangements are in place with 

certain third (non-EU) countries such as Norway, Switzerland, USA and Japan under the EU001 

General Export Authorisation where, for certain specified items, there are no requirements to apply 

for a license for exporting goods. This may be a solution for the UK post-Brexit, however, it is 

difficult to get onto the approved list and it takes significant amounts of time. LERU encourages all 

parties to work towards agreeing an approach to handling dual-use export between the UK and the 

EU that imposes the minimal disruption possible on research and industry. 

 
4. Provide Guidance on how International Research Collaborations can be maintained 

on Dual-Use Topics.  

 
Dual-use controls on the sharing of knowledge and technology as part of research collaborations 

are particularly challenging for the research community. International research collaborations have 

long been encouraged by research funders and the EU institutions, but little guidance or support 

exists for researchers undertaking collaborative research with dual-use potential. As researchers 

come into contact with their international colleagues in many different ways, it can be challenging 

for them and their university administrations to know if and when controls apply to the sharing of 
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information with international collaborators; such as when attending conferences or informal 

meetings abroad.  

Guidance is needed for researchers in order to enable them to comply with dual-use controls, while 

maintaining open and productive dialogue with international research collaborators; for instance, 

relating to the exchange of information within research consortia, speaking at a conference, 

providing hand-outs in a meeting, taking laptops abroad, etc. Such guidance should be supported 

by technical expert groups to address key questions.  

Ideally, this guidance should address the impact of US export control rules too, and any 

expectation about checking (Weapons of Mass Destruction) end-user lists at a national level. 

Common guidance on these matters across European institutions, as well as help desks at a 

national level, are very important. Currently, help desks are not consistently available, which can 

lead to the halting of collaborative work under a research grant.  

 
5.  Develop Tools for Navigating the Dual-Use Annex of Restricted Items. 

 
The European Dual-Use Regulation and its associated annex of restricted items is an inherently 

complex group of text-based documents. The complexity arises because they are: 1) large 

documents, typically of the order of hundreds of pages, 2) updated on an annual basis, 3) open to 

interpretation and integration with local regulations in each EU jurisdiction and 4) increasingly wide-

reaching into other regulations (e.g. human rights). A user-friendly interface, backed up by an 

accurate, easy to use and up to date database could significantly aid correct identification by 

scientists on whether their research falls under the scope of the dual-use controls or not. 

Such a complex, text-based dataset is suitable for automatic analysis with state of the art text 

analysis tools. These tools can automatically generate an ontology map in order to provide 

semantic analysis of the text. Using a decision tree questionnaire user interface, a decision tool 

could empower the user to evaluate quickly whether a proposed product or activity is subject to the 

regulations or not. 

Such tools are used in other regions, for example in Australia1 and the USA2, and LERU believes 

that the European Commission would be best placed to develop and maintain such a database for 

use across Europe. 

 
6. Clarify the Scope of the New Human Rights Violations in the Catch-all Clause 

 

The recast of the Dual-Use Regulation proposes to extend the scope in order to address the threat 

of misuse of cyber-surveillance technologies by repressive regimes and/or in areas of conflict to 

violate human rights. Of course, the protection of fundamental human rights is essential in any 

democratic society and the European Union should make all necessary efforts to avoid any human 

rights violations. Therefore, we applaud that the Commission proposed the introduction of a new 

“human security” dimension to export controls, to prevent the abuse of certain cyber-surveillance 

technology. However, it must be ensured that the definition of cyber technologies and their 

                                                 

1 Australian Government: Online DSGL Tool  https://dsgl.defence.gov.au/Pages/Home.aspx 
2 US Government: Export Control Classification Interactive Tool 
https://www.bis.doc.gov/decisiontools/specialdesigntool/ccl_decision_tool.htm (US has 6 tools in total to 

assist in export regulations see: https://www.shippingsolutions.com/blog/6-bis-tools-to-help-with-export-

compliance-responsibilities) 

https://dsgl.defence.gov.au/Pages/Home.aspx
https://www.bis.doc.gov/decisiontools/specialdesigntool/ccl_decision_tool.htm
https://www.shippingsolutions.com/blog/6-bis-tools-to-help-with-export-compliance-responsibilities
https://www.shippingsolutions.com/blog/6-bis-tools-to-help-with-export-compliance-responsibilities
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technical parameters is clear and allows researchers to check and be sure whether or not an item 

is controlled.   

The inclusion of a specific reference to human rights violations in the catch-all clause allowing 

export authorities to impose (or refuse) a license for export of non-listed goods is a significant 

extension to the scope.  The new proposal introduces a license requirement for non-listed dual use 

items – so potentially any items – that may be intended for committing violations of human rights, 

or for use in connection with acts of terrorism.  

LERU questions how this new, non-listed item will be assessed and how far will there be any 

guidance as to what kind of items would fall under this requirement? We note that in the 

Commission proposal, there has to be evidence of use of the non-listed dual use item by the end-

user for human rights violations, while the Parliament proposal only requires ‘reason to suspect’ 

that the technology ‘may be used’ for human rights violations. The potential impact of requiring a 

license where there is only “reason to suspect” could be enormous, and it will be very difficult for 

an exporter to assess whether the foreign party it intends to export to, could potentially be violating 

any human rights. How can this judgment be made? Should institutions base their assessment on 

official reports, on traditional or social media reports or on specific criteria? This will be particularly 

difficult in a research context, as this will inherently involve new knowledge, methods or 

technologies for which it may still be unclear what they can be used for, or what their potential 

impact downstream could be. It is therefore vital that the requirement should only arise when the 

exporter has been advised that there are end user human rights concerns.  This should also be 

coupled with a requirement on national and/or EU authorities to publish an easy to use list of 

human rights violation end-users. For example, Digital Europe3 has called on the EU to publish ‘a 

list of excluded end-users’. In the absence of such clarification, researchers will lack the means to 

distinguish effectively which export is subject to control and this ambiguity may mean universities 

inadvertently contravene the Dual-Use Regulation. 

 

7. Clarify Liability under the Dual-Use Regulation in Long-term Research Projects. 
 

The long-term nature of research projects with 3rd countries can pose problems with regard to the 

Dual-Use Regulation. The annexes of controlled goods in the Dual-Use Regulation are updated 

annually, so it is possible that when a project is approved, the specific technology being 

investigated or developed does not fall under the Dual-Use Regulation, but at some point, during 

the implementation of the project, it may be subject to control.  

We would welcome clarity as to whether this would mean that subsequent information exchange, 

personnel usage and project valorization needs a license, or whether there is a legal requirement 

for such projects to be amended to reflect the changes in the annexes of controlled goods in the 

Dual-Use Regulation (noting that this will increase the financial costs of projects, due to the cost 

and effort of obtaining licenses in a project where this was originally not deemed necessary and 

hence not budgeted). Gaining a license for such work can be time-consuming and can have 

significant impacts upon research outputs and impact.  

                                                 

3 
http://www.digitaleurope.org/DesktopModules/Bring2mind/DMX/Download.aspx?Command=Core_Download&entry
ID=2358&language=en-US&PortalId=0&TabId=353 

http://www.digitaleurope.org/DesktopModules/Bring2mind/DMX/Download.aspx?Command=Core_Download&entryID=2358&language=en-US&PortalId=0&TabId=353
http://www.digitaleurope.org/DesktopModules/Bring2mind/DMX/Download.aspx?Command=Core_Download&entryID=2358&language=en-US&PortalId=0&TabId=353
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The Commission should clarify the situation regarding liability in long-term research projects. 

Guidance is required to assist researchers and institutions to know how to manage this on a 

practical level, as well as a system of notification so that researchers and institutions are made 

aware when an item used within their research is placed onto the list, which will help to ensure 

compliance. LERU strongly supports the development of a new license type for large projects (i.e. 

multiannual projects involving multiple exports from multiple partners). Such a license would be 

very important for research-intensive universities.  

 
8. Address Queries on Dual-Use Control in a Timely Manner.  

 

When required, export control compliance can have a significant impact on research projects. The 

breadth of research undertaken in universities makes it difficult to have the specialist in-house 

expertise needed to answer specific questions regarding dual-use. This requires universities to rely 

on national competent authorities to advise on cases, which can be a time-consuming process. As 

most funders will not release funding until dual-use compliance has been completed, this can lead 

to significant delays to project initiation and implementation. Increased support for universities 

through improved tools, easier access to advice and better guidance from regulators, would be 

warmly welcomed. A well-staffed and helpline is also vital.  

 

-END- 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


